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EMAIL SECURITY

Email Security

Stop email threats before

they reach your mailbox

Enterprise-level email security e  Protects against viruses,
phishing and more

IT-Logik — in conjunction with SpamTitan — are offering
an enterprise level protection service for your emails.

o Up to 99% reduction in
SPAM emails

Email is by the most common route by which malware is
transmitted, including viruses and ransomware. While
essential, local anti-virus protection may not be enough, servers
and it's unequivocally business-critical that these threats
don’'t make it through to your inboxes.

° Protection for email

o Allows blacklisting &
whitelisting of emails

Our email security (HES) services integrates with your own
dedicated email server, as well as any hosted email
server, either provided by IT-Logik or a third party ° Email quarantine
company. Our service can be used in conjunction with
Office 365, and we've found that it's easier for clients to
use than Microsoft's Advanced Threat Protection.

o Easy-to-use control panel

reporting

Configure your mail domain to send emails to our HES
servers which will handle the email filtering, stopping
99.99% of potential threats before it reaches the mail
server and the end users’ mailboxes.
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HES OUTLOOK PLUGIN

PROVEN SPAM BLOCKER

You can use SpamTitan Outlook plugin

which will enable the user to blacklist email
Below is an example of the level of protection you will via Outlook application in real fime without
receive for your business against viruses, malware, having to login to the web control panel.
phishing, and SPAM emails — considering approx. 18%
of emails are legitimate.

More information can be obtained via:

Scan Summary % - 2019

70
65
60
55
50
45

40 @ Clean emails
35 @ spam emails
@ Virus emails

30

Malware emails

JUN JuL AUG

GDPR & HOSTING

EMAIL REDU DANCY GDPR (General Data Protection

Regulation) is a piece of EU legislation that
came into effect on the 25t May 2018 for
all EU countries.

Our security solutions offers another layer of protection
for your email: if your infrastructure cannot accept email
for any reason, our systems store the messages for 14
days.

Its core aim is o establish a set of rules that
define how we protect someone’s data. A
lot of the regulations in GDPR are very
similar to those found under the data

EASY TO US E CO NTROL PAN EI- protection act. It only applies to you if you

handle an EU citizens data.

You and your staff have access to a web control panel
where you could filter your organisation’s email traffic by
whitelisting or blacklisting email addresses or domains.
This task can be managed at a domain level, and every
user who has a mailbox can also manage his or her own
filtering.

IT-Logik (the ‘conftroller’) follows GDPR rules
as far as delivering a hosted environment
whereas the customer (the ‘processor’), is
the owner and controller of the data held
on the hosted platform.

More information can be obtained via our

legal page: https://www.it-logik.com/

Each user can also set up daily email reporting for leqal

review in case of a false positive, and can easily release
any blocked emails.
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